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Content

= The purpose of these slides is to help you plan both this academic year
and your future studies. The slideshow is divided into two sections:

= Core competence studies and
= Complementary competence studies.

= The slide series highlights changes and recommendations related to
study offerings both at Laurea and outside Laurea.

= Changes in the study units will only affect you if you have not yet
completed the study unit.

= If you have started your studies in 2021 or earlier please check also
slideshow for Digital Service Development students for curriculum
changes related to these topics. Some slides are target to NIA group
students.
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Shortcuts

‘ In the Study Search choose “self-paced studies (MOOCs)”.


https://ops.laurea.fi/212701/en/69077/212660/2774
https://opintohaku.laurea.fi/

71 General information about
REA -
the degree in cyber
security

= The Degree Programme in Business Administration (210 ECTS credits)
consists of the following studies:

= Core competence studies 150 ECTS credits (compulsory studies)

= Complementary competence studies 60 ECTS credits (elective studies;
45 credits must be related to cyber security)

= The core competence studies must be completed in English.

= The curriculum for complementary competence studies is updated
annually and the following year's offering is published on 15t September.

= Changes in the study unit selection and study offering are possible.



Degree structure

® Business Operations (30 ECTS) \
e Competence in ICT (30 ECTS)
e Sustainability and business analysis (30
ECTS)
eExpert in a Work Community
(internship): Placement 1 and 2 (15+15
ECTS)
eExpert in Development and Workplace
(15 ECTS) + Thesis: development project
in real working environment (15 ECTS) /

« Cybersecurity (45-60 ECTS)
¢ Other studies

*If you do not complete your studies at the pace of your group, discuss with your tutor teacher the need to change
the study unit implementation.
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Instructions on PSP change
needs

= PSP changes are only necessary for students who have not completed
their studies in their own group or at the latest at the pace of the last
study unit implementation.

= An exception to this is the Research and Development Methods study
unit, whose study code will change from the autumn semester 2024 as
the objectives have been specified slightly. All students who have not yet
completed the study unit by the time of the change will complete it with
the new code. In the future, we will make mass editing of PSPs. In mass
editing, the new study is submitted to the PSP if you have not yet
enrolled for the study unit before. If you have earlier enrolment or the
study unit is graded as fail, please note the change yourself.



LAU
REA

Changes in compulsory
studies

Old study unit New study unit Last implementation of the old
study unit

A9273 / R0O013 Swedish for HLOOBY88 Svenska for With group NDV223SN at

Bachelors of Business tradenomer Tikkurila campus on spring

Administration semester 2024.

R0238 Project Management and YYOOBW?73 Project -
Communication Management and
Communication

YYOOCA30 Research and -
YYO0BT40 Research and Development Methods
Development Methods
Study unit implemented with
code YYTOBTA4O0 last time in
spring semester 2024.
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Complementa
competences

* Scheduling
= Instructions |
= Changes in Sgh :

« Recommendations
= Equivalences



Cybersecurity studies
(choose min. 45 ECTS)

* A9185 Network Applications (10)
* TOOOBR88 Networking Infrastructure and Security (5)

* TOO0OBR89 Introduction to Information Security (5)
* TOO0BR90 Information Security Management (5)

¢ TOOOBR91 Enterprise Security and Practitioners (5)
* TOO0BR92 Cybersecurity Analyst (5)

¢ TOO0BR93 Network and Applications Security (5)

e TOO0BR94 System Security (5)

* TOO0BR95 Cybersecurity Hackathon Project (3)
* TOO0BR96 Cybersecurity Working Life Practices (2)
e TO00BS11 Cybersecurity project (5)




Cybersecurity scheduling

Beginner
Intermediate

Advanced

Spring

TOOOBRS89 Introduction to Information
Security (5)

TOOOBR90 Information Security
Management (5)

A9185 Network Applications (5)

TOOOBRSS Internet Infrastructure and
Security (10)

TOOO0BR91 Enterprise Security and
Practitioners (5)

TOOOBR94 Systems Security (5)

TOOOBR95 Cybersecurity Hackathon
Project (3)

TOOOBR96Cybersecurity Working Life
Practices (2)

TOO0OBS11 Cybersecurity Project (5)

Autumn

TOOOBRS89 Introduction to Information
Security (5)

TOOO0BR90 Information Security
Management (5)

A9185 Network Applications (5)

TOOOBRS8S Internet Infrastructure and
Security (10)

TOOOBR92 Cybersecurity Analyst (5)

TOOOBR93 Network and Applications
Security (5)

TOOOBR95 Cybersecurity Hackathon
Project (3)

TOOOBR96 Cybersecurity Working Life
Practices (2)

TOO0O0BS11 Cybersecurity Project (5)



@ Optimal study path

Optimal study path when studies has started on autumn

Beginner/
Intermediate Third
semester
Advanced Fourth
Semester
Advanced
Fifth

Semester

*TOO0BR88 Internet Infrastructure and Security (10)
*TOO0BR89 Introduction to Information Security (5)
#TOO0BR90 Information Security Management (5)

*A9185 Network Applications (5)

*TOO0BR91 Enterprise Security and Practitioners (5)
*TOO0BR94 Systems Security (5)

#TOO0BR95 Cybersecurity Hackathon Project (3)

*TOO0BR92 Cybersecurity Analyst (5)

*TOO0BR93 Network and Applications Security (5)
#TOO0BR96 Cybersecurity Working Life Practices (2)
¢TOO00BS11 Cybersecurity Project (5)



Changes in
il complementary
competence studies

This concerns students who have started their studies before autumn 2021.

Old study unit New study unit
R0O385 Internet Infrastructure and Security (5) TOOOBR88 Internet Infrastructure and Security (10)
R0318 Introduction to Information Security (5) TOOOBR89 Introduction to Information Security (5)
R0319 Information Security Management (5) TOOOBR9I0 Information Security Management (5)
R0323 Enterprise Application Security (5) TOOOBR93 Network and Applications Security (5)
R0321 Cybersecurity (5) TOO0BR92 Cybersecurity Analyst (5)
R0324 Network Security (5) TOOOBR91 Enterprise Security and Practitioners (5)
R0322 Systems Security (5) TOOOBR94 System Security (5)
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Once you have made your choices, add your studies to your PSP and schedule your studies.

Add individual studies for your PSP with the code shown in the curriculum.

To add an entire module to your PSP search for a study in your PSP with the module
name and select a module with the code mentioned in the curriculum. See one
example in the picture below. If some of the study units in the module are already in
your PSP, those will not be added. Thus, consider whether adding the whole module
or just study units is more suitable to keep your PSP in order.

Curriculum (ops.laurea.fi):

Code Name Credits (cr) 2024-2025
LANGUAGE SKILLS, COMMUNICATION AND INTERNATIONALISATION .
CCC2245Y-1002 | Read more | 0-60
(Chaose 60) SN
ENTREPRENEURSHIP SKILLS )
CCC2245Y-1001 | Read more | 0-15
(Choose 15) SRR

TO00BT8 Entrepreneurship as a Part of Career 5

TOD0BO15 Activating Entrepreneurship Mindset and Understanding the Ecosystem 5

Study search when adding studies in the PSP in Pakki:

ENTREPRENEURSHIP SKILLS & Add to basket
15credits  Study module  CCC222SY-1001

ENTREPRENEURSHIP SKILLS
15 credits  Study moaue | CCC224SY-1001
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Study units no longer
available

Informed already earlier:

= R0386 Contemporary Issues In Networking and Network Security

= R0320 Information Security Development Project
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Did you notice these studies

= In particular, the module "Other complementary competence" in the
curricula for complementary competence may receive new study units
even at short notice before the start of enrolment.

= These studies are often offered on a one-off or fixed-term basis.

= Thus, it is recommended that you check the studies in this module just
before enrolment starts to see if there is something that interests you.

_Discover the studies offered in the "Other Complementary
@@mpetences” module by clicking here.


https://ops.laurea.fi/212701/en/69077/212660/2774
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Highlights from studies that
arise for the needs of
working life

= The studies may also be available in the form of project-based
implementations, which always have a working life or a project partner. The
scope of a project-based study implementation may differ from that of the
studies implemented as a traditional study unit.

= Kindly note the competency prerequisites

= Module: Cybersecurity Work-life Practices:
= TOOOBR95 Cybersecurity Hackathon Project (3 ECTS)
= TOOOBR96 Cybersecurity Working Life Practices (2 ECTS)
= TOO00BS11 Cybersecurity Project (5 ECTS)
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Recommended common
studies (1/2)

= The common generic studies curricula includes studies related to
= Entrepreneurial skills
= Language and communication skills
= International competence
= Wellbeing, study skills and impacting in student union
= Other common skills

= The curricula can be viewed here.



https://ops.laurea.fi/212701/en/69077/212661/2775
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Recommended common
studies (2/2)

Some recommended language studies:

= TOooBY35AWS Cloud Fundamentals

Eg99s5 Introduction to Linux Operating System

= Roo78 Effective Spoken Communication in English 5 ECTS
= Roo7g Effective Writing in English 5 ECTS

= Ro0258 Introdution to Finnish Language and Culture 2

= Ro25g Intermediate Finnish

* V1533 Advanced Finnish 5 ECTS

= Roo89 Language and Culture Tandem 5 ECTS
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Study possibilities from
other degree programmes

= There is room for 15 credits of freely selectable complementary studies in your
curriculum

= Additional studies can replace core competence studies, if agreed with your
tutor lecturer, orthey can be added to other complementary competence
studies

= You can also choose studies from Laurea's other complementary competence
curricula, taking into account the prerequisites

* You can also choose studies in the core competence of another degree
programme as other complementary competence, as long as they develop
your competence and you fit into the group.

= The curricula can be viewed here.



https://ops.laurea.fi/212701?lang=en

LAU
REA

3AMK study possibilities

= 3AMK offers studies that complement Laurea's study offering. There is
no need to separately agree on including them in your PSP if they
produce new competence for your degree.

= 3AMK offerings include a wide range of diverse and cross-
disciplinary studies, and the study offerings are categorized into ten
themes. You can find studies suitable your degree in each theme,
depending on your interests.

= For further information visit www.3amk.fi



http://www.3amk.fi/
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CampusOnline study
recommendations

The following studies complement Laurea's study offering, so there is no
need to separately agree on including them in your PSP.

Recommended study units (listed based on the study offering on autumn
2023):

= |oT, Architectures

Elements of Cloud and Cybersecurity

= Microsoft Azure Fundamentals

= Cloud Services in Modern Information and Teamwork
=  Windows PowerShell

= Advanced PowerShell
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Other study possibilities

= Other study possibilities outside Laurea are offered by:
= MOOC.fi (Studies offered by University of Helsinki)
= FITECH (Studies offered by the concortium of Finnish Universities)

= Before enrolling have a discussion with your tutor teacher.



https://www.mooc.fi/en/
https://fitech.io/en/
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Volunteer Challenges,
Events and Podcasts

= Kindly note that the emplyees value everything that you have done
on top of your studies

= HackTheBox (Capture The Flag self -training platform)

= TryHackMe (Vulnerability testing self-training platform)

= Kali-Linux (Professional penetration testing tool package)
= Disobey (Nordic Security Event)

= Darknet Diaries (Podcast that explains real life security incidents)



https://www.hackthebox.com/
https://tryhackme.com/
https://www.kali.org/
https://disobey.fi/2024/
https://darknetdiaries.com/

Studying in digital
il projects?

 Digital Living Lab — space in Laurea Online:
Leppavaara, 009 Digitallivinglab.com
€ 5 a0 & Hipsemdiiliglabeon an o*@

Digital Living Lab

Digital Living Lab integrates education, R&D and regional
development in the fisld of digital service business. The way of
waorking in Digital Living Lab learning envirenment is student-driven
which resembles work |ife project envirenment.

g Lab Introduction
'] Digital © et
W2 Living Lab

If you want to replace a study unit with Digital Living Lab-project, agree with your lecturer/tutor
first, then contact us. If your complementary studies have room for extra project, contact the
coaches (see digitallivinglab.com).



https://www.digitallivinglab.com/

Various digital skills (4IR) learned in
A7) development projects at Digital Living
Lab
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